3GPP TSG-SA3 Meeting #115
S3-240897
Athens, February 26 - March 01, 2024
Source:
Lenovo, Motorola Mobility, AT&T, Charter Communications, Nokia, Nokia Shanghai Bell, Johns Hopkins University APL
Title:
Scope for TR 33.794
Document for:
Approval

Agenda Item:
5.1
1
Decision/action requested

This pCR proposes scope of the TR 33.794.
2
References

[1]
3GPP SP-231784, 'New Study on enablers for Zero Trust Security'.
[2]
3GPP TR 33.794, 'New Study on enablers for Zero Trust Security', Release 19.
3
Rationale

The Scope of the TR [2] can be based on the objectives and work tasks of the approved eZTS Study Proposal [1]
4
Detailed proposal

SA3 is kindly requested to agree the pCR below to TR 33.794.
*****Start of Change*****
1
Scope

 

The present document studies enablers for Zero-Trust Security in the 5G System. The document specifically includes security analysis with recommendations, key issues, potential security requirements and solutions with respect to the following objectives:

1. Data exposure for security evaluation and monitoring

· Identify potential threats and attacks on the 5G SBA layer intended to identify which data may be relevant to be exposed, and whether additional data exposure is necessary to detect the threats and attacks.

NOTE 1: The external security evaluation and monitoring is up to operator’s implementation and outside the 3GPP domain. The aspects to enable OAM based data collection iare not in scope of the present document. The necessary adaptations specific to exposure services for providing data to the external security function.

NOTE 2: The related study in TR 33.894 [x] needs to be taken into account.

2. Security mechanism for dynamic policy enforcement

· Study whether potential threats on the 5G SBA layer can be addressed by dynamic policy enforcement on the 5G SBA layer.  

*****End of Change*****
